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Management Pack Guide for Microsoft Dynamics AX 2012 
This guide explains how to use the System Center Management Pack for Microsoft Dynamics AX 2012. It includes a management pack overview and monitoring scenarios for the Management Pack for Microsoft Dynamics AX 2012.
System Requirements

The System Center Management Pack for Microsoft Dynamics AX 2012 is cumulative for all versions of Microsoft Dynamics AX 2012, including the following:

· Microsoft Dynamics AX 2012
· Microsoft Dynamics AX 2012 Feature Pack

· Microsoft Dynamics AX 2012 R1

· Microsoft Dynamics AX 2012 R2

· Microsoft Dynamics AX 2012 R3
The System Center Management Pack for Microsoft Dynamics AX 2012 works with the following versions of System Center Operations Manager:

· System Center Operations Manager 2007

· System Center Operations Manager 2007 R2

· System Center Operations Manager 2012

· System Center Operations Manager 2012 R2
For more information about Operations Manager 2007, see Operations Manager 2007 R2. For more information about Operations Manager 2012, see Operations Manager.
Document Version

The information in this guide is for the Management Pack for Microsoft Dynamics AX 2012, version 6.3.158.0.

Revision History
	Release Date
	Changes

	February 2011
	Preview version of this document released

	August 2011
	Microsoft Dynamics AX 2012 version of this document released

	April 2014
	Microsoft Dynamics AX 2012 R3 version of this document released


Introduction

Microsoft Dynamics AX is a comprehensive business management solution for mid-sized and larger organizations that works with other Microsoft software to improve productivity. Microsoft Dynamics AX is built to make it easy to do business across locations and countries by consolidating and standardizing processes, providing visibility across your organization, and helping to simplify compliance.
Monitoring Microsoft Dynamics AX with Operations Manager can reduce the cost of managing a distributed Microsoft Dynamics AX system. Operators and administrators can view information about all Application Object Server (AOS) instances in the environment, take AOS servers offline for maintenance, and troubleshoot problems with AOS instances – all from a centralized console. In combination with the Management Packs for Microsoft® SQL Server®, Windows Server, and Microsoft® SharePoint® products, the Management Pack for Microsoft Dynamics AX 2012 enables administrators to proactively react to changes in the overall health of the Microsoft Dynamics AX environment, and to adjust the system for optimal performance and reliability.
Getting the Latest Management Pack and Documentation

You can find the Management Pack for Microsoft Dynamics AX 2012 in the System Center Marketplace.
Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.
Before You Import the Management Pack
To use the Management Pack for Microsoft Dynamics AX 2012, your environment must include Microsoft Dynamics AX 2012 (any version), the Windows PowerShell™ command-line interface version 2.0 or higher, and a supported version of System Center Operations Manager. 
Install Microsoft Dynamics AX

Install the Microsoft Dynamics AX components that you anticipate using in your production environment. For information about installing Microsoft Dynamics AX 2012, see the Microsoft Dynamics AX Installation Guide. 
· Be sure that all core components for Microsoft Dynamics AX 2012 are installed, including the database, application files, Application Object Server (AOS), and client. 

· If your environment requires using and monitoring additional components, such as Enterprise Portal for Microsoft Dynamics AX, SQL Server Reporting Services integration, and SQL Server Analysis Services cubes, install and configure them, as well.

· Be sure that the AOS instances that will be monitored via Operations Manager start successfully.

· Complete all required initialization checklist steps in the Microsoft Dynamics AX client.

Install and Configure Windows PowerShell

Install Windows PowerShell 2.0 or higher on the computers where the following components are installed:

· AOS

· Enterprise Portal
Windows PowerShell 2.0 is automatically installed on computers that are running Windows Server 2008 R2, and Windows PowerShell 3.0 is automatically installed on computers that are running Windows Server 2012 and Windows Server 2012 R2. For information about installing Windows PowerShell 2.0 manually, see Knowledge Base article 968929: Windows Management Framework (Windows PowerShell 2.0, WinRM 2.0, and BITS 4.0). For information about installing Windows PowerShell 3.0 manually, see Installing Windows PowerShell.
Note: If Windows PowerShell 1.0 is already installed on the computer, you must uninstall it. For more information, see Uninstall Previous Versions of Windows PowerShell and Windows Remote Management. 

After you install Windows PowerShell, you must change the PowerShell execution policy to Unrestricted in order to run the management pack scripts. For more information on setting PowerShell execution policy, see Set-ExecutionPolicy.

Install and Configure System Center Operations Manager

Install a supported version of System Center Operations Manager.
Note: Reporting Services for Operations Manager integrates the security of the instance of SQL Reporting Services with the Operations Manager role-based security. 
If you are planning to install Reporting Services for Operations Manager, do not install it on the same instance of Reporting Services that you are using for any other applications, such as Microsoft Dynamics AX. For more information, see Deploying Reporting in the Multiple Server, Single Management Group Scenario.
Files in This Management Pack
The Management Pack for Microsoft Dynamics AX 2012   includes the following files: 

· Microsoft.Dynamics.AX6.ManagementPack.AIF.Monitoring.mp

· Microsoft.Dynamics.AX6.ManagementPack.AOS.Discovery.mp 

· Microsoft.Dynamics.AX6.ManagementPack.AOS.Monitoring.mp

· Microsoft.Dynamics.AX6.ManagementPack.ClassLibrary.mp

· Microsoft.Dynamics.AX6.ManagementPack.EP.Monitoring.mp

· Microsoft.Dynamics.AX6.ManagementPack.SSRS.Monitoring.mp

· EULA.rtf
Recommended Additional Management Packs

To perform complete service-oriented monitoring of Microsoft Dynamics AX servers, you might want to download additional management packs, based on what versions of the software you have installed:
· System Center Management Pack for SQL Server: http://www.microsoft.com/en-us/download/details.aspx?id=10631
One of the following SharePoint management packs:
· Microsoft SharePoint 2010 Products Management Pack for System Center Operations Manager 2007: http://www.microsoft.com/en-us/download/details.aspx?id=4419
· SharePoint Server 2013: http://www.microsoft.com/en-us/download/details.aspx?id=35590 

One of the following IIS management packs:
· Windows Server Internet Information Services 7 Management Pack for System Center Operations Manager 2007: http://www.microsoft.com/en-us/download/details.aspx?id=9815
· System Center 2012 Management Pack for Microsoft Windows Server 2012 Internet Information Service 8: http://www.microsoft.com/en-us/download/details.aspx?id=34767
One of the following Windows management packs:

· System Center Management Pack for Windows 8 Client Operating System: http://www.microsoft.com/en-us/download/details.aspx?id=38434
· System Center Management Pack for Windows Server Operating System: http://www.microsoft.com/en-us/download/details.aspx%3Fid%3D9296
· Windows Client 2000/XP/Vista/Windows 7 Operating System Management Pack for Operations Manager 2007: http://www.microsoft.com/en-us/download/details.aspx?id=15700
How to Import the Management Pack for Microsoft Dynamics AX 2012 

1. Download the .msi file for the Management Pack for Microsoft Dynamics AX 2012 from the System Center Marketplace and run it. The files will be extracted to the folder that you specify. 

2. Import the management pack into System Center Operations Manager. Refer to the documentation for the version you have installed for instructions on how to do this.
3. Select the management packs to import. Many of the management packs are dependent on each other. We recommend that you select all of them, so that you can use the full range of functionality that is provided in this management pack.
The following management packs are available for Dynamics AX:

· Microsoft.Dynamics.AX6.ManagementPack.AIF.Monitoring.mp – This management pack enables you to monitor inbound requests for the Application Integration Framework (AIF).

· Microsoft.Dynamics.AX6.ManagementPack.AOS.Discovery.mp – This management pack contains the discovery rules for servers that are running the AOS service. 

· Microsoft.Dynamics.AX6.ManagementPack.AOS.Monitoring.mp – This management pack enables you to monitor servers that are running the AOS service and Microsoft Dynamics AX databases.

· Microsoft.Dynamics.AX6.ManagementPack.ClassLibrary.mp – This management pack contains common classes.

· Microsoft.Dynamics.AX6.ManagementPack.EP.Monitoring.mp – This management pack enables you to monitor Enterprise Portal for Microsoft Dynamics AX.

· Microsoft.Dynamics.AX6.ManagementPack.SSRS.Monitoring.mp – This management pack enables you to monitor the Microsoft Dynamics AX components on the server that is running SQL Server Reporting Services (SSRS).

4. Configure Run As Accounts for the Microsoft Dynamics AX 2012 Run As Profiles. For more information, see Security Considerations later in this document.
5. Run the Management Pack for Microsoft Dynamics AX 2012 Discovery Wizard, and select all of the computers where Microsoft Dynamics AX components are installed. Agents will be deployed to the appropriate computers as they are discovered. We recommend that you select at least the computers where the following components are installed to monitor Microsoft Dynamics AX-specific performance: 
· AOS

· Enterprise Portal for Microsoft Dynamics AX
· SQL Server Reporting Services

· SQL Server Analysis Services

We also recommend that you configure all computers in the Microsoft Dynamics AX environment so that you can monitor general operating system performance. 

6. Install the hotfix from Knowledge Base article 2928714.
7. After the Management Pack for Microsoft Dynamics AX 2012 is imported, create a new management pack in which you store overrides and other customizations.

Create a New Management Pack for Customizations

Most management packs (including the Management Pack for Microsoft Dynamics AX 2012) are sealed, so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different, unsealed management pack. As a best practice, you should create a separate management pack for each sealed management pack you want to customize. This is because in order to remove any management pack, you must first remove any others that reference it. By keeping a one-to-one correlation between the sealed management pack and a copy containing customizations, it is easier to remove the management pack at a later date without affecting the functionality of any others. It is also easier to track and update customizations to individual management packs.
Management Pack Rules
Management pack rules collect data from various sources, such as performance monitors, event logs, Simple Network Management Protocol, and log files. That data is then stored in the Operations Manager database or a data warehouse and can be used for reporting purposes. By default, rules included in the Management Pack for Microsoft Dynamics AX 2012 are enabled. 
Adding more rules increases the value of the management pack. You can create the following types of rules:

· Event rules – Event rules examine events that have occurred on managed servers. The agents retrieve the events and store them in the database. Logged information about errors and significant events from the monitored systems is displayed.

· Alert rules – Alert rules examine the alerts generated by alert event rules to determine if a notification must be prepared. They are configured to display a notification when an alert with a severity level of Critical Error is generated.

· Performance-based rules – Performance-based rules retrieve performance data from monitored systems, and performance data is stored in the Operations Manager database.
Security Considerations

Rules, tasks, monitors, and discoveries defined in a management pack require credentials to run on a targeted computer. They run using the account specified for the System Center agent that is on that computer. By default, this is the Operations Manager default action account. 
To run rules, tasks, monitors, or discoveries using a different account, you must associate a Run As Account with the Run As Profiles for the management pack. Tasks, rules, monitors, and discoveries are associated with a Run As Profile when a management pack is created. You should create a new account with the appropriate privileges and associate it with the Run As Profile.
When you import the Management Pack for Microsoft Dynamics AX 2012, the following Run As Profiles are installed. 
· Microsoft Dynamics AX 2012 administrator account. The account that is associated with this profile is used to run Microsoft Dynamics AX services. The account should be an administrator in Microsoft Dynamics AX. This user account should also be a member of the BUILTIN\Administrators group on each monitored computer.
· Microsoft Dynamics AX 2012 database reader account. The account that is associated with this profile is used to discover the Microsoft Dynamics AX environment. This account must have read access to the master database, as well as several tables in the Microsoft Dynamics AX database. We strongly recommend that you associate the AOS Service account with this account.
Note: If the Run As Accounts do not have the recommended permissions, you will not be able to view all of the data provided by the Microsoft Dynamics AX 2012 Management Pack. If you experience connectivity issues, verify the credentials of the Run As Accounts.  
Understanding Management Pack Operations

The Management Pack for Microsoft Dynamics AX 2012 discovers and monitors installed AOS instances without any additional configuration. It also provides data about system health, user sessions, and batch jobs for all instances of the AOS running on registered computers.

The monitoring scenarios enabled by the management pack include the following:

· End-to-end monitoring to determine whether an environment is accessible to remote clients:

· Whether the RPC port is accessible
· Whether the web services port is accessible
· Whether connections to the AOS are successful

· Monitoring AOS instances for: 

· General information, such as service account, version, and state
· Number of active user sessions 

· Performance, availability, and configuration 

· Scheduled batch jobs and tasks

· Active Application Integration Framework (AIF) requests

· Event messages

· Alerts when an AOS instance stops
· Monitoring Enterprise Portal instances for: 
· Performance, availability, and configuration events
· Alerts

· Monitoring computers running SQL Server Reporting Services that have been configured for use with Microsoft Dynamics AX. The configuration of the Reporting Services service and accounts are also monitored.
· Discovering computers running SQL Server Analysis Services that have been configured for use with Microsoft Dynamics AX. 
Note: No specific monitoring of computers running SQL Server Analysis Services is performed. 
Objects that the Management Pack Discovers

The Management Pack for Microsoft Dynamics AX 2012 discovers the following object types:
· The Windows services associated with Application Object Servers
· Computers running the following components related to Microsoft Dynamics AX: 

· Application Object Servers 
· Enterprise Portal

· SQL Server Reporting Services
· SQL Server Analysis Services
· The following logical components of the Microsoft Dynamics AX environment:
· AOS instances

· AOS clusters

· The Microsoft Dynamics AX database

· Application Integration Framework
· Batch framework

· Enterprise Portal sites
· Reporting Services instances
To specify which AOS instance is used to run discovery and end-to-end monitoring
You can specify which AOS instance is used for discoveries and end-to-end monitoring in the SysGlobalConfiguration table in the Microsoft Dynamics AX 2012 database. The default is the first AOS instance that is installed. 

Note: If the AOS instance being used to perform discoveries is unavailable, discoveries will automatically be run from another AOS instance. 

8. Verify that the user account that is performing this procedure is a member of the SQL Server db_datawriter fixed database role in the Microsoft Dynamics AX 2012 database. 
9. Open SQL Server Management Studio and connect to the database server.

10. In Object Explorer, expand Databases, expand the Microsoft Dynamics AX database, and expand Tables.

11. Right-click SysGlobalConfiguration (may appear as dbo.SysGlobalConfiguration), and then click Edit top 200 rows.
12. Change the Value field in the SCOMPERFORMANCEAOS row to be 'instancenumber@aosserver' where instancenumber is the number of the AOS instance that you want to use, and aosserver is the name of the computer that hosts the AOS instance.
13. Right-click the line and select Execute SQL to save your changes.

14. Close SQL Server Management Studio.

Classes

The service model for the Management Pack for Microsoft Dynamics AX 2012 consists of classes that represent Microsoft Dynamics AX objects. System Center Operations Manager uses these classes to discover, detect the health of, and actively monitor each Microsoft Dynamics AX AOS instance. 
The service model consists of the classes in the following diagrams. 
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How the Health Model Rolls Up

The health model for the Management Pack for Microsoft Dynamics AX 2012 is a dynamic view of the state of each AOS, connected users, and batch jobs and tasks. The health model reflects the current state of the object instance and is constantly updated by the monitors that run in the background. 

The health model also shows the containment relationships of the service model, which allows you to further analyze the health of a contained object. The health status of a Microsoft Dynamics AX class depends on the health status of its sub-components. For example, health status is rolled up from the instance level to the server. This means that if more than one AOS is installed on a single computer, and if a single AOS experiences a change in health, the Operations Console will show that a change has occurred on both the AOS instance and the computer. To view the relationship hierarchy, see the Classes section of this document.

To view the health model of any object, right-click the object in the center pane, point to Open, and then click Health Explorer. 
The following diagram shows how the health states of components roll up in this management pack.
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Key Monitoring Scenarios

Use the Management Pack for Microsoft Dynamics AX 2012 to monitor the following information about the AOS instances in your environment.

AOS Monitoring
The management pack for Microsoft Dynamics AX 2012 provides significant discovery and monitoring functionality for managing AOS instances in the environment. Monitoring consists of tasks, events, performance counters, user sessions, and environment availability.
Tasks
Tasks enable you to work with AOS instances directly, without having to move work in Microsoft Dynamics AX. You can use tasks to manage and monitor settings for the AOS instances on a server. 
To access tasks:

In the Monitoring pane, click Microsoft Dynamics AX 2012, click Application Object Servers (AOS), and then click Instances. 
The available tasks are shown in the tasks pane on the right, and include:

· Accept or reject client sessions

· Start or stop the service

· Set the startup type

· View online users 
Note: The View online users task is also available as part of Environment health. It reports all online users from all AOS instances in an environment.

Events

The management pack collects only the most important events generated on the AOS server. It monitors whether the AOS Service has been stopped and also whether the AOS service is configured properly. Most informational events are not collected. 
To view collected events:
In the Authoring pane, expand Management Pack Objects and click Rules. In the Look for box in the center pane, type Dynamics. 

Performance Counters

The performance counters that are monitored for Microsoft Dynamics AX processes are a subset of those available for monitoring Windows services. 
To view AOS counters:

In the Monitoring pane, click Microsoft Dynamics AX 2012, click Application Object Servers (AOS), click Performance, and then click Process.

User Sessions

A count of the active user sessions is available. 
To view active user sessions:

· In the Monitoring pane, click Microsoft Dynamics AX 2012, click Application Object Servers, click Performance, and then click Session. 

· To retrieve a list of the users that are currently connected, use the View online users task for an AOS instance. 

Environment Information and Availability
The management pack provides functionality to perform some monitoring to determine whether an environment is accessible to remote clients. This includes the following checks:

· Whether the RPC port is accessible
· Whether the Web services port is accessible
· Whether connections to the AOS are successful

These monitors, in conjunction with the AOS service availability checks, enable you to quickly identify a problem when encountering connection issues for an AOS. 
Note: In order for the environment discovery to work, the Microsoft Dynamics AX database server must be available.
To view servers hosting AOS instances:

In the Monitoring pane, click Microsoft Dynamics AX 2012, click Application Object Servers (AOS), and then click Computers.
To view AOS instances:

In the Monitoring pane, click Microsoft Dynamics AX 2012, click Application Object Servers (AOS), and then click Instances.
To view a summary of your environment, and end-to-end monitors:

15. In the Monitoring pane, click Microsoft Dynamics AX 2012, and click Environment health. 

16. Perform one of the following actions: 

· In the Tasks pane, click Health Explorer. 

· Right-click the environment, click Open, and then click Diagram view. Expand the AOS clusters and click a specific AOS instance to view. The environment availability monitors are available under the AOS instance. 
Note: If an AOS instance has been uninstalled, it is not removed from the Microsoft Dynamics AX tables and will continue to be displayed in the environment view in Operations Manager. To remove the AOS instance, use SQL Server Management Studio to remove all references to the instance from the following tables in the Microsoft Dynamics AX database: 

· SysServerConfig

· SysServerSessions

· SysClusterConfig

Enterprise Portal
Servers that are running Enterprise Portal are automatically discovered by the management pack. These servers are monitored for events and performance counters. The following views are available for Enterprise Portal: 

· Alerts – Lists all the alerts that were generated as a result of monitoring on the server that is running Enterprise Portal.

· Enterprise Portal Computers – Lists all computers where Enterprise Portal has been installed.

· Enterprise Portal Sites – Lists the Enterprise Portal sites that have been discovered. The management pack monitors the configuration and availability of the Enterprise Portal site. 

· Events – Lists the Microsoft Dynamics AX events that were generated on the server that is running Enterprise Portal.

· Performance – Lists the Enterprise Portal performance counters from the server that is running Enterprise Portal.
Notes: 
· The performance counters for Enterprise Portal are per website, not per server. The counters will return a row of data for each website on a server.
· By design, uninstalling Enterprise Portal does not remove the Enterprise Portal site information from Microsoft Dynamics AX. Until a site has been deleted from within Microsoft Dynamics AX, it will remain visible to the management pack monitoring system.

SQL Server Reporting Services

The management pack provides functionality to automatically discover all the servers that are running SQL Server Reporting Services and that have been configured for use with Microsoft Dynamics AX. The configuration of the Reporting Services service and accounts are also monitored. 
Note: By design, uninstalling the Reporting Services extensions does not remove the Reporting Services site information from Microsoft Dynamics AX. Until a site has been deleted from within Microsoft Dynamics AX, it will remain visible to the management pack monitoring system.
SQL Server Analysis Services

The management pack provides functionality to automatically discover all the servers that are running SQL Server Analysis Services and that have been configured for use with Microsoft Dynamics AX.
Note: Once the servers running Analysis Services have been discovered, no further monitoring is performed.
Application Integration Framework 

The management pack collects the number of active Application Integration Framework (AIF) requests and exceptions, as well as monitoring requests that have been pending for longer than the specified interval. 
The management pack collects and displays health and performance information about Application Integration requests and exceptions.

Health Monitors

The management pack provides the following general health monitors for jobs: 

· Long waiting requests – Identifies tasks that have taken longer than the configured threshold to complete.

To view the general health monitors:

1. In the Monitoring pane, click Microsoft Dynamics AX, click Frameworks, and then click Application Integration Framework Health. 
2. Double-click the State column of an instance to open the Health Explorer for Application Integration Framework.

Performance Counters
The management pack also collects and displays information about the following under Application Integration Framework Performance:
· Exceptions that throw warnings and errors

· Inbound requests

To view a count of incoming requests and exceptions:

1. In the Monitoring pane, click Microsoft Dynamics AX 2012, click Frameworks, and then click Application Integration Framework Performance. 

2. Click the checkbox next to a performance counter to add it to the chart view. 

Batch Framework 

The management pack collects and displays health and performance information about batch jobs and tasks.

Health Monitors

The management pack provides the following general health monitors for jobs: 

· Long executing batch tasks – Identifies tasks that have taken longer than the configured threshold to complete.

· Long waiting batch jobs – Identifies jobs that have a status of ready that have been waiting more than 30 minutes to run. 

· Failed batch jobs – Identifies all jobs that have failed. 

To view the general health monitors:

1. In the Monitoring pane, click Frameworks, and then click Batch Framework Health.

2. Double-click the State column of an instance to open the Health Explorer for Batch Framework.

Performance Counters

The management pack also collects and displays the number of batch jobs and tasks under Batch Framework Performance, aggregated by the following states:
· Canceled

· Failed

· Waiting

· Running

To view a count of jobs and tasks by state:

1. In the Monitoring pane, click Microsoft Dynamics AX 2012, click Frameworks, and then click Batch Framework Performance 
2. Click the checkbox next to a performance counter to add it to the chart view. 
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